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1. Introduction 
 
1.1 This policy directs staff on the use and implementation of GDPR and should also be 

read in conjunction with the ICT, E-Safety, Social media policy. 

1.2 Cyfarthfa High needs to collect personal and sometimes sensitive information to 
deliver its services to pupils, parents and staff and to comply with the requirements 
of laws and regulations. In addition, school is also responsible for sharing information 
in accordance with requirements placed upon it by external agencies such as the local 
authority (LA). No matter how it is collected, recorded and used, information must be 
dealt with properly to ensure compliance with General Data Protection Regulations.  

1.3 This Policy provides an overview of the School’s governance arrangements in respect 
of managing the information that it processes and it applies to all stakeholders within 
the school. It includes organisational measures and individual responsibilities which 
aim to ensure that the school complies with the General Data Protection Regulations 
and respects the rights of individuals.  

2. General Data Protection Regulations (GDPR)  

2.1 The General Data Protection Regulation 2016 (GDPR) replaces the Data Protection Act 
1998 (DPA). Post Brexit, it will become the Data Protection Act 2018. The regulation 
governs how information about people (personal data) should be treated. It also gives 
rights to the individuals whose data is being processed and held. It applies to any data 
that relates to “an identified or an identifiable natural person (data subject)”.  

2.2 The GDPR is fully retrospective, in that it applies to information collected prior to the 
regulation coming into force.  

2.3 The GDPR is enforced by the Information Commissioner. There are a number of tools 
available to the Information Commissioner for taking action to change the behaviour 
of organisations that process personal information where the law is broken. They 
include criminal prosecution, non - criminal enforcement and audit. The Information 
Commissioner also has the power to serve monetary penalties:  

  Tier 1 - €10M or 2% of worldwide annual turnover for administrative errors e.g. failing 
to notify a breach when required to do so.  

  Tier 2 - €20M or 4% of worldwide annual turnover for failing to comply with the 
principles or breaching data subject rights e.g. failing to keep personal information 
secure, failing to comply with a request for personal information.  

2.4 This Policy applies to all employees, pupils, visitors and 3rd party businesses associated 
in a data sharing capacity with YNG.   

2.5 Data subjects may include, but are not limited to:  

  Staff 
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  Pupils 

  3rd Party businesses  

  Parental information 

  Supply and external support staff  

  Others with whom the school communicates  

2.6 The Policy applies to all personal data regardless of the media in which it is held 
including electronic data, CCTV, video and sound recordings and data held in physical 
format (e.g. paper records). As stated at the introduction, this policy should not be 
read in isolation but used in conjunction with other policies such as ICT policy for 
guidance on its day-to-day application. 

3. General data protection regulations: principles 

3.1 The GDPR contain 6 key principles and these effectively summarise the main 
responsibilities placed upon YNG. The following summarises the 6 principles and 
illustrates how the school will aim to comply with each of them:  

Principle (a) - Personal data shall be processed lawfully, fairly and in a transparent 
manner  

In order to comply with this principle, the school will inform data subjects what we do 
with their personal data. This means that the school will aim to explain in a clear and 
accessible way:  

 What personal data we collect;  

 For what purposes;  

 Why we need it;  

 How we use it;  

 How we will protect the personal data;  

 To whom we may disclose it and why;  

 How data subjects can update their personal data that we hold; and  

 How long we intend to keep it. 

The School will: 

 Tailor this information for children, staff and other groups of people as appropriate.  

 Publish this information in the form of ‘Privacy Notices’ and these will be made 
available on our website, and where appropriate in printed formats.  

 Review our privacy notices regularly, and should significant changes occur data 
subjects will be informed.  

Where we process personal data to keep people informed about school services, activities 
and events. Unlike other organisations, where opting out of communication is easy, we would 
need to have a point of contact for each pupil in our care.  
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 Wherever consent is required to process personal information (E.g. Safeguarding), the 
school will aim to :  

 Make the request for consent prominent and separate from our terms and conditions.  

 Ensure that individuals can refuse to consent without detriment (Providing there is an 
alternative primary contact for each pupil).  

 Specify the purpose for processing.  

Principle (b) - Personal data shall be collected for specified, explicit and legitimate purposes  

In order to comply with this principle the school will verify that the processing is necessary 
for the relevant purpose, and ensure that it is satisfied that there is no other reasonable way 
to achieve that purpose.  

Principle (c) - Personal data shall be adequate, relevant and limited to what is necessary in 
relation to the purposes for which they are processed 

Principle (d) - Personal data shall be accurate and, where necessary, kept up to date  

Principle (e) - Personal data shall be kept in a form which permits identification of data 
subjects for no longer than is necessary, as required by the local authority 

In order to comply with the three data quality principles above the school will:  

 Obtain and process personal data only to the extent that is necessary to perform its 
functions and deliver services and communication for pupils i.e. personal data will be relevant 
to the stated purpose and adequate but not excessive where ever possible.  

 Ensure, as far as is practicable, that the information held is accurate and up - to - date.  

 If personal data is found to be inaccurate, this will be remedied as soon as possible.  

 Share personal information, such as contact details, within the school where it is necessary 
to keep records accurate and up - to - date, and in order to provide stakeholders with a better 
service.  

 Will retain personal data only for as long as required (as directed by LA).  

 Apply the school’s Retention & Disposal guidelines.  

 Keep records only for as long as required in accordance with this policy.  

 Dispose of personal information by means that protect the right of those individuals i.e. 
shredding, confidential waste, and secure electronic deletion.  
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Principle (f) - Personal data shall be processed in a manner that ensures appropriate security 
of the personal data  

In order to comply with this principle, the school will take appropriate steps to safeguard all 
personal data it holds and minimise the risk of loss, wrongful access or improper use. This 
means that the school will:  

 Control access to personal data so that staff, pupils and other people working on school 
property can only see such personal data as is necessary for them to fulfil their duties.  

 Set and monitor compliance with security standards for the management of personal data 
as part of the school’s wider of information security IT policy and procedures.  

 Provide appropriate tools for staff, and others to use and communicate personal data 
securely and when working in/away from the main building (BitLocker). 

 Take all reasonable steps to ensure that information is not transferred outside the European 
Economic Area, without verifying that the organisation processing the personal data has 
provided adequate safeguards.  

 Develop and maintain Information Sharing Agreements (in keeping with Welsh 
Government’s Wales Accord on the Sharing of Personal Information framework) with partner 
schools and other external bodies with whom we may need to share personal data (Social 
services, CSC etc.) to deliver shared services or joint projects to ensure proper governance, 
accountability and control over the use of such data.  

 Make appropriate and timely arrangements to ensure the confidential destruction of 
personal data in all media and formats when it is no longer required for school business.  

4. Information rights 

4.1 The GDPR provides certain rights to individuals. The School is committed to ensuring 
individuals can freely exercise their rights and has procedures in place to ensure staff 
are aware of and can respond to requests of this nature by alerting the school GDPR 
nominee. Below is a summary of those key rights:  

Right to access  

This allows the individual to ask the school if it holds personal information about them, 
what it uses the information for and to be given a copy of that information. (School 
has a 15 working day window for access right request completion). 

Right to correct incorrect information (rectification)  

This allows the individual to ask the school to have their personal information rectified 
if it is inaccurate or incomplete  

Right to erasure  
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This allows the individual to ask the school to have their personal information deleted 
or removed if there is no compelling reason for its continued use. This is not an 
absolute right and only applies in certain circumstances providing the reason is 
justified and does not conflict with safeguarding or them accessing a school 
service/the wellbeing of their child/while there is an alternative contact with PR.  

Right to restrict the use of your information  

This gives the individual the right to ask the school to block or stop using their personal 
information if its continued use causes them substantial and unwarranted damage or 
distress. This is not an absolute right and only applies in certain limited circumstances 
as the school has the need to use data.  

Right to portability  

This right allows the individual to ask the school for an electronic copy of their personal 
information in a readable format so that they may provide it to another organisation 
or service provider. The right to portability applies in certain limited circumstances.  

Right to object to the use of your information  

This right allows the individual to object to the school processing their personal 
information:  

 Where processing is based on legitimate interests of the performance of a task in the 
public interests / exercise of official authority  

 For direct marketing purposes  

 Profiling  

 Research purposes  

When in context of use for school purposes, the right to objecting use is negated and 
would be referred to the LA for advice by the Cyfarthfa High GDPR nominee. 

Rights in relation to automated decision making and profiling  

This right enables the individual (in some circumstances) to object to the school making 
significant decisions about them where the decision is completely automated and there 
is no human involvement.  

5. Roles and responsibilities 

5.1 To ensure compliance with data protection legislation everyone from frontline staff to 
the leadership team must understand their role and responsibilities when managing 
personal data. This creates clear lines of leadership, accountability and governance, 
as well as promoting a corporate culture where personal information is valued and 
protected.  
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5.1 Specific roles, responsibilities and governance arrangements have been established in 
line with data protection legislation and guidance from the LA.   

6. Records of processing activity 

6.1 The GDPR contains explicit provisions regarding the need for organisations to 
document their processing activities. In order to discharge this key responsibility, the 
School has in place an Information Asset Register (IAR). This was provided by the LA. 
The IAR documents the following for each processing activity:  

 purpose for processing  

 legal basis for processing  

 arrangements in respect of information sharing (with both internal and external partners)  

 retention requirements  

 information required for privacy notices;  

 records of consent  

 controller - processor contracts;  

 the location of personal data;  

 Data Protection Impact Assessment reports  

 Records of personal data breaches.  

 

6.2 Each IAR will be subjected to regular review by the Headteacher and nominee 
(Currently AHT) 

7. Data protection impact assessments (DPIA – this was supplied by LA)  

7.1 The School will apply ‘privacy by design’ principles when developing and managing 
information systems and processes involving personal data. Specifically the School 
will:  

  Undertake proportionate DPIA’s to identify and mitigate data protection risks at an 
early stage of a project where new technology is being deployed or the processing is 
likely to result in a high risk to the rights and freedoms of individuals.  

 Collect, disclose and retain the minimum personal data for the minimum time 
necessary for the purpose (As directed by the LA)  

 Anonymise personal data wherever necessary and appropriate, for instance when 
using it for statistical purposes  

8. Breaches of personal data  

8.1 The GDPR introduces a duty on all organisations to report certain types of personal 
data breaches to the relevant supervisory authority (Information Commissioner). This 
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must be done within 72 hours of becoming aware of the breach, where feasible. Also, 
the nominee will contact the LA breach team. 

8.2 If the breach is likely to result in a high risk of adversely affecting individual’s rights 
and freedoms, the organisation must also inform those individuals without undue 
delay.  

8.3 The school has robust breach detection, reporting and investigation procedures in 
place that aim to ensure that:  

 Data breach events are detected, reported, categorised and monitored 
consistently.  

 Data breaches are reported to the nominee in school  - AHT  

 Incidents are assessed and responded to appropriately.  

 Action is taken to reduce the impact of disclosure .  

 Mitigation improvements are put in place to prevent recurrence .  

 Serious breaches will be reported to the Information Commissioner (ICO 
site).  

 Lessons learnt are communicated and actions to help prevent future 
incidents are agreed and monitored.  

9. Data protection complaints 

The School is committed to dealing effectively with any complaints or concerns individuals 
may have about the way in which the School processes personal information. Any complaints 
about the School’s processing of personal data and rights under the Regulation will be dealt 
with in accordance with this Policy and the School's Complaints & Concerns Policy. 

.  

 
 
 


